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Abstract 
Containment is a key factor of geological CO2 storage: small, localized leaks could have consequences to health and 
safety (e.g. CO2 accumulation in cellars) and the environment (e.g. drinking water pollution). 
On the other hand, large leaks could affect wide areas and large populations, and could reduce the overall economic 
and environmental benefit of the CO2 storage site and of Carbon Capture and Storage (CCS) in general. 
Containment potential over hundreds of years is affected by unknowns and uncertainties, and it is therefore 
appropriately dealt with in the framework of risk analysis. 
One way of estimating containment risk is to use quantitative simulators: if properly calibrated they can predict 
leakages through potential pathways and, if used properly in a probabilistic framework (e.g. through a Monte Carlo 
approach), can take into account uncertainties and produce probability distributions of CO2 leaks. 
This paper will discuss how different methodologies for estimating risk from probability distributions of releases of 
substances can be reconciled in a consistent, unified approach that can be rigorous or simplified according to the 
state of knowledge and the degree of detail required in the calculation. 
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1. Introduction 
Containment is a key factor of geological CO2 storage [1]: small, localized leaks could have consequences to 
health and safety (e.g. CO2 accumulation in cellars) and the environment (e.g. drinking water pollution); small leaks 
could potentially be made worse by the potential presence of contaminants or mobilized metals. 
On the other hand, large leaks could affect wide areas and large populations, and could reduce the overall 
economic and environmental benefit of the CO2 storage site and of CCS in general. 
Containment potential over hundreds of years is affected by unknowns and uncertainties, some of them currently 
hotly debated and with no available analogs – such as cement degradation rates. Containment is therefore 
appropriately dealt with in the framework of risk analysis [2]. 
One way of estimating containment risk is to use quantitative simulators: if properly calibrated they can predict 
leakages through potential pathways and, if used properly in a probabilistic framework (e.g. through a Monte Carlo 
approach), can take into account uncertainties and produce probability distributions of CO2 leaks. 
Leaks are better understood as continuous variables (kilograms of CO2 released continuously during a given year) 
rather than a single, discrete event such as a failure in a mechanical system. 
This paper will discuss how different methodologies for estimating risk from probability distributions of releases 
of substances can be reconciled in a consistent, unified approach that can be rigorous or simplified according to the 
state of knowledge and the degree of detail required in the calculation. 
Translating CO2 leaks into a degree of harm to a given target often implies a series of probabilistic steps, such as 
estimating CO2 concentration at a distance from the leak, the probability of human activity at that point, and finally 
the probability of a degree of damage (the final impact) from a given exposure. 
2. Methodological approach 
One of the first issues when performing risk analysis is a clear definition of the risk function, starting from the 
general knowledge that risk depends on the consequences/impact of an undesired event and its likelihood/probability 
of occurrence.   
In the scope of assessing the risk associated to potential leakages of CO2 initially stored in the underground for 
long term, the relevant targets are represented by shallow aquifers, the ground and the atmosphere. The negative 
impact affects the population (health and safety) and the environment (flora and fauna). Rigorously speaking, the 
binary notion of undesired event (that may occur or not with given consequences) is not sufficient for a 
comprehensive analysis. Indeed, if a leak occurs, the consequences may strongly vary depending on the actual value 
of the leakage rate: consequence is a more or less complex function of leakage rate. In that sense, one does not only 
need the occurrence probability of a leak, but rather the whole probability distribution of the leakage rate.     
Moreover, the risk function varies in the space as well as in the time domain. The spatial variation is due to some 
specific variables, such as the distance from the CO2 release, the physical and chemical variation of the properties of 
aquifers, soil, atmosphere (e.g. wind direction, pressure gradient, etc.), the population density, the vegetation 
characteristics, etc. The time variation of the risk function is due to transients in CO2 leakage rate, seasonal effects, 
etc To capture the variability of the risk function, a simple static calculation at a certain point in time and 
multivariate space, as often carried out in classical risk analyses is not sufficient. 
In addition, many of the variables the risk function depends on are uncertain, and can be quantitatively 
represented by probability distributions or intervals. Most of these variables pertain to the physical domain and in 
principle they can be measured and recorded data interpreted and extrapolated to predict their behavior in space and 
time, estimated via expert judgment [3, 4] or calculated by means of simulations.  
When fitting the general principles above to the specific case of CO2 potential leakage and impact, the key-
physical variable in the risk function is the leakage rate: it captures the likelihood of the undesired event (leakage) 
while containing enough information to assess the event consequences. More precisely, we will be interested in the 
function r(x,t), which gives the leakage rate as a function of space (x) and time (t). 
Being the current field data and related statistics not sufficient today (2008) to derive reliable values, the rate of 
leakage is calculated through complex simulations (modeling CO2 transport and reactions in the geological medium, 
as described in fig. 1). The models used to simulate the physical behavior of the injected CO2 can be deterministic 
(if uncertainties are neglected) or probabilistic/possibilistic (these frameworks being the most commonly used to 
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take uncertainties into account). In deterministic simulations input parameters are single values and the output is 
represented by qualified statements. In probabilistic and possibilistic simulations input parameters are respectively 
probability distributions or intervals, and the output is described by quantified probabilities or intervals, i.e. the 
uncertainties in input values are propagated through models to output values.  
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Figure 1: Example of CO2 leakage pathway 
2.1. Rigorous risk function calculation 
In calculating the risk function by using probabilistic simulations, the uncertainty in space and time of the 
leakage rate is inherently evaluated. Indeed the occurrence of a leakage path is stochastically governed by the 
properties of the storage formation and the overburden, the physical, chemical and thermodynamic state of the 
injected CO2, etc. It follows that the calculated leakage rate is represented by a probability distribution or an interval 
varying in time and space. This calculation is the result of the spatial and time evolution of the CO2 in the geological 
medium. 
The consequences are evaluated with respect to identified targets. In the scope of the current paper only 
consequences affecting humans and the environment are considered. The related targets are represented by the 
shallow aquifers, the ground and the atmosphere. In all the sequences recorded in the tree in fig. 2 humans and/or 
the environment can be affected. 
 
Initiating event  Point leakage Distributed source of leakage Aquifers Aquitards Ground Atmosphere 
 
 Yes No Yes    
 
  No No Yes   
 
  No No No Yes  
CO2 leakage from the 
  No No No No Yes 
underground 
       
 
 No Yes Yes    
 
  Yes No Yes   
 
  Yes No No Yes  
 
  Yes No No No Yes 
Figure 2: Example of consequence tree 
 
To describe the risk function, let’s focus on one of the sequences recorded in fig. 2 – point leakage into a 
drinkable water aquifer with impact on health and safety. The risk is a measure of the harm to humans (e.g. diseases) 
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due to the leakage of the CO2 and other potential contaminants which rate is variable in time. The space variability 
is not relevant until the leakage stream reaches the aquifer. The leakage rate r(x,t)  is measured, for example, in 
Kg/day and is an aleatory function. From the leakage point in the aquifer, the CO2 and other potential 
impurities/contaminants are dispersed and passive and reactive transport, geophysical and geochemical interactions 
start. The probabilistic/possibilistic leakage rate becomes input variable to the calculations, models, simulations, of 
the CO2 and impurities transport in the aquifer. Like the other geological elements of the medium, the aquifer 
properties are represented by uncertain parameters that together with the probabilistic/possibilistic leakage rate make 
the calculation of the concentration of CO2 and other impurities in the aquifer probabilistic/possibilistic. The output 
of this second step is a concentration rate of CO2 and other impurities in the aquifer variable in space and time and 
this concentration is represented by a probability distribution or a possibility interval. The next step is the translation 
of the contaminated water into dose absorbed by individuals. The models describing this step can be approximate, 
because based on hypotheses such as the habits of population, the use of drinking water, etc. The uncertainties on 
this models as well as the probabilistic/possibilistic calculated concentration of CO2 and impurities lead to the 
calculation of a probabilistic dose absorbed by an individual.  
From that information, the individual as well as the societal risk can be calculated. Indeed the dose absorbed is 
put in relation to the diseases/deaths that it can produce. A probabilistic/possibilistic value of the risk (diseases/year) 
can be calculated, and sensitivity analysis can point out the uncertainty sources that are the main contributors to this 
final uncertainty range. Several strategies can be envisaged to carry out the uncertainty propagation and sensitivity 
analysis steps described in fig. 3, see for instance [5] and [6]. 
 When addressing risk to population, risk curves are used to compare the actual risk with that of other 
technologies or activities and decisions are made about its acceptability.  
This rigorous method to directly calculate the risk that becomes a probabilistic/possibilistic function has to be 
exhaustive, i.e. cover all the possible leakage pathways and all the targets. An integrated model that includes all the 
pathways and targets should ideally be used. Indeed, some sequences (e.g. CO2 release to the atmosphere) may 
involve multiple leakage pathways (through a fault, a micro annulus defect in the injection well cement, an 
abandoned well reached by the CO2 plume, etc.). The input of the consequences model will therefore be a sum of 
the leakage rates through all these pathways. The different rates involved are clearly not independent because of 
underlying physical interactions (e.g. the presence of a passing fault may make a leakage possible for this particular 
path, but prevent at the same time the CO2 plume from reaching an abandoned well located farther from the 
injection point). An integrated approach to determine and combine the uncertainty of each leakage rate is necessary 
to rigorously derive the overall uncertainty.   
However, using an integrated model may lead to a crippling computational burden, among other practical 
difficulties. The next paragraph investigates for this reason a simplified approach.  
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Figure 3: Example of simulation model uncertainty propagation and sensitivity analysis 
 
2.2. Simplified risk function calculation 
Several more simplistic ways to calculate the risk can be envisaged. One of them is to come back to the notion of 
occurrence probability (P) and consequences (S). The risk function becomes the product of these two figures, as 
follow. 
 
R=P(leakage occurrence) X Consequences = [events/yr][kg/event][dose/kg][diseases/dose] 
 
In this case, if the n factors of the risk function are probabilistic/possibilistic, the risk function is the product of 
probabilities/intervals, variable in space and time. If the hypothesis of independence between P and S is satisfied, 
risk matrices can be used to graphically represent the risk and to estimate its acceptability.  
The risk associated to a certain event is distributed over time with respect to its occurrence and consequences. 
This approach is suitable for the calculation of risk pathways. The risk model is based on the hypothesis of 
independence between the probability of occurrence of a certain risk pathway and the consequences on defined 
targets. The consequences can be calculated by simulation according to the method described in the rigorous 
approach, but in this case a specific pathway is followed. This implies that the simulation is “forced” to follow that 
specific path, instead of leaving the overall system evolves globally as in the rigorous method. Probabilistic 
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simulations are more appropriate to this case, due to the uncertainties surrounding the system, and the output 
consequences are therefore quantified probabilities/possibilities.  
Being the initiating event so uncertain with the knowledge of today, the initial probability cannot be calculated 
from statistics, therefore approximate methods such as expert judgment elicitation or extrapolation from other 
domains can be employed and the variability of the estimation recorded in a distribution function. This distribution, 
instead of a point can be recorded on the risk matrix. 
When evaluating the risk acceptability by mean of risk matrices, three main areas are normally defined: 
acceptable, non-acceptable, ALARP (As Low As Reasonable Practicable). If the calculated risk of e.g. a risk 
pathway is a qualified statement in term of P and S, it is represented by a point on the risk matrix and it is 
straightforward locate its position with respect to the three acceptability areas. Vice versa, when P and S are 
distributed values or intervals, the associated risk can fall across two or even three areas, and it becomes more 
difficult stating whether the risk associated to a pathway is acceptable or not. In particular, the tails of these 
distributions play a fundamental role when decisions have to be made. 
In addition, and in particular when the problem becomes multidimensional in space and time, calculations can be 
very cumbersome and the information complicated to be properly understood. Methods to simplify the calculation 
are envisaged without loosing valuable information for risk assessment and ad hoc approaches are to be put in place.  
 
 
 
Figure 4: Example of risk matrix with acceptable, unacceptable and ALARP areas. Uncertainties in P and S are represented by probability 
distribution functions pdf. . 
2.3. Uncertainty treatment 
Another important matter to be addressed concerns the way the uncertain parameters are entered into the 
simulation tools and how the uncertainty is then propagated to evaluate the output parameters. 
A few main issues are worth of attention: 
• A large part of uncertainty is epistemic, because it derives from some level of ignorance of the system or the 
environment. It is therefore expected that an increase in knowledge or information can lead to a reduction in 
uncertainty in the predicted response of the system. This kind of uncertainty is usually best represented by 
intervals (since it is often difficult to define a whole probability distribution) and dealt with possibility theory. 
However, the representation and propagation of such uncertainties is still an open research issue [7], and 
alternative approaches are often used in practice (e.g. probabilistic modeling with a particular care about the 
impact of a probability distribution choice).  
• Aleatory uncertainty, i.e. inherent variation associated with the physical system or the environment is also 
considered. Aleatory parameters are associated to probability distributions but normally only their values in the 
tails of these distributions can bring the overall system to risky situations. When probabilistically simulating the 
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injected CO2 fate, this point has to be considered and the most appropriate way to capture the information 
contained in the tails need to be found. 
The distinction between these two kinds of uncertainties helps driving the acquisition of new information to 
narrow the uncertainty range and to support decision-making. 
It is not in the scope of the present paper to discuss methods able to address these issues, but its mention is 
important to show that the development of probabilistic/possibilistic simulations needs specific care and dedicated 
approaches are to be determined.  
3. Conclusions 
The paper has presented methods to calculate the risk associated to potential CO2 and other impurities leakage 
from the underground where the CO2 should be safely stored for long periods of time. 
A rigorous risk function has been defined and ways to calculate it described. It can be expressed by distributed 
values or intervals due to the uncertainty and the unknown present in the system. Two main points are important: the 
source of the undesired event and the target. The source is represented by an unwanted, uncontrolled migration of 
CO2 to the surface. The targets are represented by the shallow aquifers, the ground and the atmosphere leading to an 
impact on humans and to the environment. The risk function combines the probability of occurrence of the 
unwanted event with the consequences. The risk acceptability is assessed for example by the use of risk curves. 
Focusing on health and safety, individual as well as societal risks are calculated. 
A simplified approach, where P and S are assumed independent and risk pathways analyzed is also presented. In 
this case, risk matrices are used to rank the risks and assess their acceptability.  
The role of probabilistic simulations in both the rigorous and the simplified approaches is discussed. The current 
difficulties to treat uncertainties in input parameters and their propagation through models are mentioned. The key 
role their treatment plays in risk quantification is highlighted. In this case, a distributed risk function or interval, 
varying in space and time is calculated, instead of a single point. 
Further research and development activities are necessary, for example to find the most appropriate way to deal 
with epistemic uncertainties and their propagation through models, or to reach an integrated simulation tool able to 
capture the different possible sequence of events and pathways at system level. 
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